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Abstract

Along with Cryptographic protocols and digital sigmas, Intrusion Detection Systems(IDS) are

considered to be the last line of defense to sexmetwork. But the main problem with todays maxtylar
commercial IDSs(Intrusion Detection System) isdkeeration of huge amount of false positive alaitag
with the true positive alerts, which is a cumbersamsk for the operator to investigate in ordeinttate
proper responses. So, there is a great demandptorexthis area of research and to find out a bbasi

solution.

In this thesis, we have chosen this problem asr@in area of research. We have tested the effeetsgeof
using the Incremental Stream Clustering Algoritimnorder to reduce the number of false alerts frans
output. This algorithm was tested with output o @f the most popular network based open source IDS
named Snort, which was configured to playback nmoddok for DARPA 1999 network traffic dataset. tOu
approach was evaluated and compared with K-Nedfegihbor Algorithm. The result shows that the
Incremental Stream Clustering Algorithm reducesrérthan 99%) the number of false alarms more than
that of K-Nearest Neighbor Algorithm (93%).

Keywords:

Intrusion detection system, False positive alartrémental Stream Clustering algorithm, DARPA 1999

network traffic dataset, K-Nearest Neighbor alduorit
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1 Introduction

1.1 Background

An intrusion is a sequence of related actions pexddrby a suspicious adversary, which result in

the form of compromise of a target system. Thesdskbf actions actually violate a certain security
policy of the system. Security policy of a systemfimes which actions are considered to be
malicious for the system and should be preventedrdier to maintain the security of the system
[15].

The process of identifying and responding to suspg activities of a target system is called
Intrusion Detection. It is an complementary appho&e security with respect to the mainstream
approaches, such as access control and cryptogfaphyintrusion detection systems are used to
monitor computer systems, as well as the networtt #nraise alarms when some intrusive

activities are detected.

But most of the popular IDSs suffer from generatiaige alarms in a large volume. False alarms
could be of two types. One is called false positilgch is generated mistakenly by the IDS as an
evidence of malicious behavior of the system, bueality, it is not such a behavior. The othertyp
of false alarms is called false negative. It isegated by the IDS as an evidence of non malicious
event, but in reality, it should be an indicatidmmalicious activity in the system [13, 14]. Prew$o
research on this area reports that this value dosilds high as several hundred thousands a day but
around 99% of them are false alarms while monigprirtrusion in an active operational network
[2, 6,19]. Network security officers need to invgate each IDS alarm manually whether it is a
false or a true alarm. So, it is a quite time comsyg, error prone and hard task for the network
security officer to investigate manually and takepgr action accordingly. Thus we have chosen to

address the false alarm problem of IDSs in ourarebe



1.2 Problem

The effectiveness of an IDS depends on the capatnlidetect any abnormal activity in the target
system, which is called the sensitivity of IDS.tliie IDS is more sensitive, the security of the
system would be tighter. Making the IDS more séresitneans to apply tighter signature rules or to
be less tolerant to anomalies (information abagh&ture rules' is provided in section 2.1). As a
result, the IDS becomes more sensitive to its irgna generates a lot of alarms each day, even

though most of the examined events are not illegahts.

Due to large volumes of IDS false alarms, it iswategtough task for the security officers to
investigate manually which are the real suspici@asms and thereafter take proper action against
them. Even sometimes, some real suspicious alamnigm@ored mistakenly by the security officer
due to large volumes of false alarms and therelstakenly interpret a real alarm to be a false
alarm. This is the most dangerous situation wherah instance of an attack is ignored by the
security officer and thus the IDS becomes uselessgh its functionality remains the same.

We have chosen to investigate about this probteour research and thus our research problem is

whether we can reduce the IDS false alarm probteareasonable amount, or not.

1.3 State of Art

Due to the generation of large volumes of secuiiglit data by the IDSs and the complex and
dynamic properties of intrusion behaviors, the mptation of the performance of Intrusion
Detection Systems (IDSs) becomes a very importaph@roblem. Therefore, dealing with IDS

alarms is one of the major research areas in intmdetection.

To solve this problem, a wide variety of machinarténg and data mining (details are provided in
sections 2.2 and 2.3) techniques have been apmiddtrusion detection which offer a good

opportunity to improve the quality of output of EDS and to facilitate easy administration of IDS.



In 2003, Julisch [6,16,17] used an alarm clusteteupnique which was used to group similar IDS
alarms to a single cluster and to analyze IDS aaorsearch for their root causes. He found that a
few root causes of alarms are responsible for ngu80% of the IDS alarms. His clustering
approach is one of the most successful alarm remtuntethods for that time being and he was able
to reduce 82% of false alarms without any falseatieg. However, this approach required manual
processing to find out and also remove the cormdipg root causes to produce those common

false alarms

Pietraszek 2004[2] used an adaptive learner alassification technique which uses background

knowledge (for example, network topology) for ID8sk alert reduction.

In 2006, Alshammari, Sonamthiang, Teimouri and &aor [18] used a Neuro-Fuzzy approach to

reduce the false positive alerts and they were talbdeduce 90.92% of IDS false alerts.

Kwok Ho Law and Lam For Kwok 2006[1] used K-Nearligighbor (KNN) classifier to filter IDS
false alerts. We took their work as our referencekwHere is a brief description about how the
KNN classifier works. The KNN classifier uses Edelan distance to find out the similarity
between two data points. The final similarity scofe data point being classified is the average of
its Euclidean distance from the closest k normahtso If the similarity score is higher than a
predefined threshold value, the point is classiisdan abnormal point, otherwise it is assumed as
an normal point. The same principle is appliedxs Ifalse alarm filtering by the KNN classifier
algorithm. First, they [1] modeled the alarm patgeof IDSs under an attack-free situation and,
then detected anomalies from incoming alarm streasisy KNN) classifier. They were able to
reduce up to 93% of IDS false alerts by using tA&RBA 1999 dataset [5], which is widely used as
a public benchmark to evaluate and test the pedoom of an Intrusion Detection System. They
used the first and third week of DARPA 1999 datafeethe training purpose with the false alarm
model and the second week's data as the testirg Qar approach resembles somewhat their
approach in the modeling stage but differs in thdeulying clustering algorithm, as well as, in
procedures for the testing phase. We even tooldtee of second, fourth and fifth week of DARPA
1999 dataset as our testing data, whereas, thethditesting only on second week's of DARPA
1999 dataset.

Besides, alert correlation is another approachatalle IDS false alert, that is a process of cahect

and relating alert information [5].



1.4 Hypothesis

Machine learning and data mining approaches haga bpplied in the area of intrusion detection
in many studies. But, it is a relatively new areaapply machine learning and data mining for
filtering false alarms from IDS output. We haveiesved the previous research works(mentioned
above) on this area and believe that there exigige nmsights that data mining and machine
learning techniques can contribute to this areeeséarch. So, we concluded this research work in
order to find a new method which can reduce moalsefalerts from an IDS output automatically,
and thus reduce the work load of an security offioenvestigate the IDS output. We have chosen a
particular machine learning algorithm (the Incretaéstream Clustering algorithm) to be applied
for IDS false alarm filtering purpose in our resgarwhich has never been used earlier for solving
such kind of problem. So, our hypothesis is tha, ISC algorithm could be used to filter out IDS

false alerts automatically to some considerablydarxtent.

1.5 Goal

The goal of the thesis is to explore a methodokogseduce the number of false positives from an

IDS output to a reasonable amount.

1.6 Purpose

The main purpose of this thesis is to reduce thekv@ad of scanning the IDS output for the
security officer by reducing the number of IDS &klarms automatically and thus enhancing the

performance of an IDS.



1.7 Research Methodology

The type of our thesis is to develop a new artifatte approach to solve our particular research
problem was chosen to set up an experiment tootgsexplicit hypothesis, and thus empirically
prove whether the hypothesis was true or not. [8oriethod of our thesis was deductive in nature
at the logical level. Quantitative data were cdkelcfrom the experiment and then, statisticah dat

analysis was done to get the result.
We followed the below described methodology ineorid achieve our particular research goal.

1. Literature Study — We studied and reviewed pastigatibns and references related to this
topic.

2. After that we analyzed the attempted solution$&IDS false alarm problem and proposed

our model of solution

3. Then we identified the technical and functionaluiegments for the proposed solution and

the test case scenarios

4. According to the requirements, we installed specdpftwares and configured them
according to our requirements. Then we performedptte-processing and re-programming

of the code (the ISC algorithm), which was writtenother applications.

5. Then we performed testing of the algorithm with raper dataset (in our case, we used
DARPA 1999 dataset) and with different test casarpaters.

o

Finally we evaluated and compared our result ighreferenced state of art.



1.8 Limitations

We did not test the ISC algorithm with real netwaldta to filter IDS false alarms, because, we

could not be able to find any public real data sewrhich was suitable for this research.

1.9 Intended Audience

The thesis is expected to be beneficial for thevagk administrators or the security officers who
are intended to investigate the output of IDS afarih is also beneficial for the IDS vendors,

specially for the signature based IDSs, who cantusean plug-in feature with their products.

1.10 Thesis outline

The remaining parts of the report are organizeilésns:

Chapter 2 : provides a brief understanding about IDSs and soaehine learning techniques that

are used in the area of HDt filtering

Chapter 3 : provides an understanding about how the ISC algoritvorks to filter IDS false

alarms

Chapter 4 : gives the details about the experimental set uplfamdesult of our test

Chapter 5 : concludes the findings we achieved from our expenihand suggests future work.

Acronyms are found in Appendix A.



2 Extended Background

2.1 Brief Details about IDS

In recent decades, intrusion detection has becormebthe most complementary approach with

respect to the main stream techniques in competarrgy field. The goal of this technology is to

identify malicious activities from a stream of mimmed data. This monitored data could be network
traffic, operating system events or log entries. IB$ can be composed of several components:
Sensor/s which detects security eventSpnsole which is used to control the sensor/s and to
monitor the security events and alerts, and a aktrgine which records the events generated by

the sensor/s and produces alerts according tarcg@radefined heuristics [20].

Now-a-days, there are different types of IDSs ddpenon the type and location of the IDS sensor
and on the methodology/heuristic used by the enmirgenerate alerts.[20] All different detection
methodologies can be categorized as signaturedba@stction (which is also called misuse

detection) and anomaly based detection (a.k.aMm@haased detection )[15].

Anomaly-based detection is based on the assumtainan intrusive or anomalous behavior has
some apparent different characteristics from a abwne. It assumes that normal activities are in
majority and suspicious activities in minority insystem[1,4]. So, it relies on the base that
detecting certain deviations of behavior from thajarity would be able to detect any malicious
activity. So, first, an anomaly based system buildaodel of normal behavior of the system, and
then, it searches for anomalous activities in f§ystesn which are not recognized by the model. If
the anomaly based system finds evidence of anyaf suspicious activities, it raises a flag, tlsat i
an indication of intrusion to the system. The modgtan be accomplished in several ways. These
include statistical modeling and artificial intgdince type techniques. However, a problem with
anomaly detection approach is that, it producespewatively large deal of false positives, though,
it is able to detect new type of attack/ anomalbelavior, which is sometimes called “zero days
attack” [15].



A majority of current intrusion detection systeniBg) use a signature-based approach in which,
events are detected that match specific pre-definaitious patterns or attack models, known as
“signatures”. The signatures are saved on a daab#&® data collected by the IDS is compared
with the content of the database. If a match isdhw@an alert is generated as an evidence of system
compromise. The events that do not match any piieetemalicious pattern, are considered to be
the legitimate activities. It produces fewer fafsesitives than the anomaly based detection. In
order to function efficiently, the signature-bad&$6 needs to update its attack model database
timely [15,20]. But the main limitation of signa&ibased IDS is their failure to identify new
attacks, and sometimes even minor variations ofvknpatterns if their knowledge database is not
properly updated. Besides, a significant administeaoverhead is needed to maintain signature

databases. Example of a popular signature-baseds|B&ort.

To take advantage of both of these approaches, sesearchers have worked on a hybrid
approach.[15]

Depending on the placement of the IDS, it is catiegd into three categories [15]:

1) Network-based IDS (NIDS)

2) Host-based IDS (HIDS)

3) Application-based IDS
A network-based IDS focuses on the network pacte¢s a network (where the IDS is installed)
and analyzes them to detect whether any intrusamdtcurred in the specified network[15,20].
Example of a network-based IDS is Snort.
A host-based IDS looks at the audit data of a $ipdwost(where the IDS is installed) and watches
whether the activities on the host computer ansne or not. These audit data are produced by
the host operating system. Audit sources includgesy information and syslog facility [15]

Example of a host-based IDS is OSSEC [21].

Application-based IDSs detect attacks in a speabiglication of a system [15].
8



2.2 Machine Learning

M achine learning is the sub-domain of artificialiigence which is concerned with developing

methods for a machine (e.g., a computer) to leewm fexperience or extract knowledge from
examples in a database [23, 24]. It offers a mapgortunity to improve quality and to facilitate
administration of IDS. There are a variety of maehiearning algorithms, but, most of them fall

under the following classes [25]:

1. Supervised learning
2. Unsupervised learning

3. Reinforcement learning
2.2.1 Supervised Learning Algorithm

Supervised learning algorithm produces a functi@at maps inputs to desired outputs. Actually it
learns the function from the training examples Wwhionsist of pairs of input objects, and desired
outputs. One standard formulation of the supervisathing task is the classification problem. In a
classification problem, the learner needs to leath approximate the behavior of a function, which
maps an input vector into one of several classg$odking at several input-output examples(i.e.,
labeled data) of the function[24,26].

2.2.2 Unsupervised Learning Algorithm

Unsupervised machine learning algorithm modelstaoténput where labeled examples are not
given [24, 27]. In a sense, unsupervised learniag lose thought of as finding patterns in the
unlabeled input data. A very simple example of pesuised machine learning is clustering
problems. However, the application of unsupervizining technique in the intrusion detection
area can detect new kinds of attacks, providedattaeks exhibit some unusual character in some

feature space.



2.2.3 Reinforcement Learning

Reinforcement learning is a area of machine leggnirhich is concerned with learning a policy of
how to interact with its environment, given an alvaéion of the world. It relies on the fact thas i

every action has some impact in the environmerd, the environment provides feedback which
guides the learning algorithm [24]. Reinforcemeaarhing is closely related to the fields of control

theory (in engineering), and to the decision thdorstatistics and management science) [32].

2.3 Data Mining

Data mining refers to the process of extractingulgetterns from a huge volume of data by using
specialized algorithms [1, 22]. It plays an impattaole in the area of information retrieval.
Specialized algorithms are mainly based on the madearning techniques. In other sense, data

mining is an application of machine learning tecjueis.

2.4 Machine Learning in Intrusion Detection

Several different types of machine learning techegghave been using in the area of intrusion
detection since 1990. Here, we discussed about swechine learning techniques which have been

used in this area of research.

2.4.1 Classification

Classification is a supervised machine learningnapie which assigns one of several pre-defined
class labels to data objects. The classifier neete trained with labeled input examples, so ithat

could understand the characteristics of differémsses, and then, it could be able to map new data

items to different classes [1].

10



2.4.2 Clustering

Clustering is the process of distinguishing andisgrsimilar types of objects into similar groups,
in such a way that objects from the same clustemaore similar to each other than objects from
different clusters. The similarity between the tdus is measured according to a parameter, called
'distance’ measurement. It is an important stepniy clustering is to select a distance measure,
which will determine how theimilarity of two elements is calculated. It influences oratwhill be

the shape of the clusters, as some elements mealp$® to one another according to one distance

measure and, farther away according to another [28]

2.4.3 Artificial Neural Network

An artificial neural network is a mathematical mbtleat is based on biological neural network.
Artificial neural networks are non linear statisticlata modeling tools which can be used to model
complex relationships between inputs and outpaterder to find patterns in the data. It consis$ts o
an interconnected group of artificial neurons(whaech actually mathematical functions) which are
used to process information. An important charéstte of artificial neural network is that, during
the learning phase, it can change its structuredas external or internal information that flows
through the network [29].

2.4.4 Bayesian Classification

Bayesian classification is an unsupervised mach@&sning approach which uses Bayesian

inferences. It does not divide the given data iokmsses, but rather, it defines a probabilistic

membership function of each datum into the mostlyikdetermined classes [29]. The result of

Bayesian learning is expressed in terms of prolvgldistributions over all unknown quantities.

11



3 Our Proposed IDS False Alarm Filter with ISC
Algorithm

3.1 Incremental Stream Clustering (ISC) Algorithm

Anomaly detection refers to separating patterns givan data set, which deviate in a certain

prominent magnitude from the regular majority ottpans. The Incremental Stream Clustering

algorithm is a Bayesian Anomaly detection algorittwamich uses unsupervised machine learning
technique. More specifically, the underlying methage statistical methods [3], which basically are

Bayesian inferences for finding expected distriosi for clusters of patterns and then using these
distributions for classifying and assessing a degoé anomaly to a new pattern. So, the

implementation of ISC algorithm to reduce IDS fadderts has two phases. They are:

1. Training phase

2. Testing phase or anomaly detection phase

3.1.1 Training phase of ISC algorithm

In the training phase, data is collected from gdarumber of (predominantly) normal situations for
a certain time period, and a statistical clustedeh@s estimated from these data. This model dgfine
what is considered to be normal. Then it uses tbeeinto classify a new pattern correctly as either
belonging to a certain previously observed clugiernot belonging to any of these already
generated clusters. If the pattern is not likelyit any of the already created clusters thenwa ne
cluster is created for this single pattern. In asse we can say statistically that some sort of

aggregation of similar properties is done during¢hustering.

12



In our case, an observation is a set of data pairasmulti-dimensional space which represents the
frequencies of different alarm types during a ledittime period. When a new observation is
obtained, the probability that the estimated matheluld generate this observation is calculated. If
the probability is sufficiently low, i.e., the olygation is highly anomalous with respect to all the
generated clusters, the observation is consider&iltinto a new cluster. In this way, a new cérst

is being generated. On the other hand, if the @s@ich probability is not sufficiently low, the
observation is classified into the most probablester, where it is not anomalous. The cluster
model is updated to reflect the new member. Sihisefrobability is often very close to zero, it is
common to deal with the negative log-likelihood. iminus the logarithm of the probability of
generating the observation, which is then a laagtive number [4].

To assess how anomalous an observation is, we thgetbrmula below. Given an observation
X(i.e., a pattern) with the probability densitytdilsution p(x) of a cluster, the deviati@ev (X,z)of

a patterrz from X is defined as,

Eflog p(X)] —log p(2)

Dev (X,2) =

S[log p(X) ]
where,

Sllog p(X)] = /Var[log p( X)]

The deviation is the negative log likelihood norinedl to have an expected value of zero and
standard deviation of one. As a rule of thumls theans that the deviations between -3 and +3 are
“ljust normal”, and even values up to 6 may occuras@nally just by chance. This also means that

the threshold for considering an observation tat@nomaly should usually be well above 6.
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3.1.2 Testing phase or anomaly detection phase of ISC Algorithm

In the testing phase, data is collected from aelangmber of (predominantly) abnormal situations
for a certain time period, where it contains attawdtances. The data is tested to find out the
existence of abnormal patterns of data, which lisut@ed from the estimated normal cluster model
from the training phase. If a new observation i®raalous, an alert is raised for further

investigation by the administrator. In this expesimt it is considered to be an indication of an

attack. Otherwise it is considered to be a normaitp

There are two alternative approaches in the tegtnage. They are described below:

3.1.2.1 The First Approach

In this testing approach, the training is stoppiéer @he training phase and thereby, no new claster
are generated in the testing phase. During thisggh@hen a new observation comes, the following
considerations are taken in to account for anordatgction. For a given time window, the pattern
of the observation is anomalous if the minimum dgwgn, with respect to all existing clusters, is

greater than a predefined threshold.

3.1.2.2 The Second Approach

In this testing approach, the testing is done damaglously without stopping training after the
training phase. In other words, in this approacmtiouous training is done along with the testing
procedure. Unlike the previous approach, new clastee generated during this testing phase.
These new clusters are seemed to be anomalougrslusince the testing dataset contains some
attack instances. Here, when a new observation gotine following considerations are taken in to
account for anomaly detection. For a given time deim, the pattern of the observation is
anomalous either where, the minimum deviation, wepect to all existing clusters, is greater than
a predefined threshold or, the observation is a begrof a new cluster which is generated during

the testing phase.
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3.2 Running Time of the ISC Algorithm

Running time is an important parameter for meagutite performance of any algorithm. In our
case, the running time of the ISC algorithm isnadir function with respect to the number of input
attributes in an observation, the number of geedrafusters(which is usually small), and the
number of observations to classify. In practice, rinning time of the algorithm was not a problem

at all.

3. 3 Incremental Stream Clustering Model for False Alert

Reduction

attack free

network data e IDS false alarm Alng Training
. Modeling
=== (Snort) | rahing phase) ——">  Stage Phase
————
Database
new rule set (mysql) IDS fals{| alarm model
———
network traffic IDS ata : égggﬁc% Testing
T (Testing phase v Stage Phase

ﬂ

anomalous alarm

Figure 1: Block diagram of the architecture of false alert reduction model using ISC

algorithm
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The above figure (figure-1) shows the conceptueahigectural block diagram of our alert filtering

process. The algorithm has been implemented irstages:

1. Alarm modeling stage where the clusters are boilittack free situation in the training

phase
2. Alarm filtering stage or Anomaly detection stagetisting phase

During the training phase, it is assumed that tiput dataset is free from any attack, or any
suspicious event. So the clusters, which are gtetera this training phase, are considered to
represent different normal situations. These ctesdee treated as the normal pattern of behaviors o

the alarms, where there is no suspicious activity.

3.4 Implementation of the ISC Algorithm

The algorithm was previously implemented for ot@yeplications in C++. We chose to use Java for
our application as the programming language andishahy an Java wrapper was written which
makes the C++ API available in Java using JNI tetdgy. Finally for the filtering purpose, we

added another Java class along with the Java deavalgorithm.
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4 Testing and verification of the ISC Algorithm

4.1 Data Source

We used Snort [8](version: 2.8.0.2) as our pretet2S which is a popular and widely used open
source signature based network IDS. To conductesteng, we downloaded the DARPA 1999 off-
line intrusion detection dataset [5] from MIT Lirod_ab's website. This dataset contains simulated
network traffic embedded with marked attacks. Thgdvas collected from a simulated medium-
sized computer network in a fictitious military bBasThe network was connected to the outside
world through a router. The policy of the routerswset such that, it would not block any

connections.

The simulation took place during five weeks (fdays per week), which yielded the first three
weeks for training data and the last two weekstdsting data. The first and the third week's data
contains no attacks. The second week's data istkep# for training with labeled known attacks.
The fourth and fifth week's data are for testingadat, which contains new and some old attacks.
The DARPA 1999 dataset consists of: two sets oivosi traffic data (inside Tcpdump data and
outside Tcpdump data), audit data (BSM and NT), directory listing. MIT Lincoln Lab has also
provided the attack truth tables which is a desiompof the attacks that took place in the simwate
data. This table is also called the ground truiheta
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4.2 Experimental Setup

For performing the experiment, we ran Snort on auki machine (Linux 2.6.22.14-72.fc6)
equipped with Intel Pentium 4.0 CPU 3.00 GHz preoesnd 1.0 GB RAM. We used the default
configuration and the latest rule set (for thattipatar version) because our intension is not to
evaluate or enhance Snort's performance as arbiR$ather to reduce the number of false alarms
generated by Snort. We configured Snort in batcbdro replay the DARPA 1999 Tcpdump data.
The following command was given to run Snort witlswitch to reply the Tcpdump data:

snort -r inside.tcpdump -c /etc/snort/snort.conf

In our experiment, we chose to investigate the atons behavior of the hosts of MIT Lincoln
lab's internal network. That is why we chose toymaly with those data, which were triggered by
the sniffers placed inside the lab. So, we replatyed inside Tcpdump data to Snort. We also
configured Snort in such a way that the outpuhef$nort alarms was saved in a database. We used
Mysql for this purpose. We created 19 tables in khgsql database that contained several
information regarding the Snort alarms. Then weduseuery from two of those tables (EVENT
table and IPHDR table) in order to extract the gabi timestamps, event ID, signature name,
source IP and destination IP for each alarm. Tipsees of data would be used for statistical
modeling and classification. We ran the followingeqy command on Mysql to extract these values

and saved the result in a file:

select iphdr.cid as event_id, event.signature aggsiature_id, TIME_to_sec(event.timestamp)
as timestamp_in_second, event.timestamp as timestpmnet_ntoa(iphdr.ip_src) as source_ip,
inet_ntoa(iphdr.ip_dst) as destination_ip from ipkdr inner join event on iphdr.cid=event.cid,;

A snapshot of the file which stored the outputhi$ query is as follows:
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rowdataSweeks.csv (~/Desktop/withSweeks) - gedit

File Edit View Search Tools Documents Help

4.4 & b6 #

New Open Save | Print.. | | Red I Faste = Find Replace

[J rowdataSweeks.csv X

(9] LJJT UT UU LT JL.UT | ATE, LU LLILJdE | LUJ, LU, 1L LU [ TIT

i3,“1999-03-08 17:52:04","172.16.117.132","203.10.72.20", 4944

110,"1999-03-08 18:02:40","172.16.113.84","208,221.32.46", 4945
10,"1999-03-08 18:02:40","172.16.113.84","208.221.32.46" 4946
'10,"1999-03-08 18:03:41","172.16.117.103","208.221.32.46" 4947
10,"1999-03-08 18:03:41","172.16.117.103","208.221.32.46", 4948
110,"1999-03-08 18:04:09","172.16.117.1083","208.221.32 46", 4949 M
110,"1999-03-68 18:04:09","172.16.117.103", "208.221.32.46" 4950 :
2,"1999-03-08 18:13:13","207.200.75.201","172,16.114,207", 4951
2,"1999-63-08 18:13:13","207.200.75.201", "172.16.114.207", 4952
7,"1999-93-08 18:18:52","172.16.113.105", "205,181.112.67", 4953
i?,“1999-03-08 18:18:52","172.16.113.165", "205.181.112.67", 4954

[v]

'1,"1999-63-08 18:22:39","172.
1,"1999-p3-68 18:22:39","172.
1,"1999-93-08 18:22:57","172,
1,"1999-03-08 18:22:57","172.
3,"1999-03-06 18:24:42","172.
3,"1999-63-08 18:24:42","172.
3,"1999-03-08 18:24:42","172.
3,"1999-03-08 18:24:42","172.
5,"1999-03-08 18:29:03","172.
15,"1999-03-08 18:29:03","172.

16.116.44","207.46.176.50", 4955
16.116.44","207.46.176.50", 4956
16.116.44","207.46.176.50", 4957
16.116.44","207.46.176.50", 4958
16.114.207","208.194.177.96" 4959
16.114.207","208.194.177.96" 4960
16.114.207","208.194.177 .96" 4961
16.114.207","208.194.177 96", 4962
16.112.50","172.16.112.100", 4863
16.112.50","172.16,112.100", 4964

2,"1999-03-08 18:36:50","207.200.75.201","172.16.116.201" 4965
12,"1999-63-08 18:36:50","207.200.75.201","172.16.116.201", 4966
6,"1999-03-08 18:37:11","172.16.114.207", "131.15.144 55", 4967
6,"1999-03-08 18:37:11","172.16.114.207","131.15.144.55", 4068
115,"1999-03-08 18:37:11","172.16.114.207","131.15.144 55", 4969
15,"1999-03-08 18:37:11","172.16.114.207","131.15.144.55",4970
18,"1999-03-08 18:41:14","172.16.116.201","199.171.55.3",4971
8,"1999-03-08 18:41:14","172.16.116.201","199.171.55.3",4972
8,"1999-63-08 18:41:53","172.16.116.201","199.171.55.3",4973

'8 "1999-03-08 18:41:53","172.16.116.201","199.171.55.3",4974
8 "1999-03-06 18:46:45","172.16.116.201","199,171.55.3",4975

|8 "1999-03-08 18:46:45","172.16.116.201","199.171.55.3",4976
4 "1999-03-08 18:48:44","137.245.85.134","172.16.116.201", 4977
4,"1999-03-08 18:48:44","137.245.85.134","172.16.116.201", 4978
4 "1999-83-08 18:50:04","137.245.85.134","172.16.113.204", 4079
4 "1999-03-06 18:50:04","137.245.85.134","172.16.113.204", 4980
I11 "1999-03-08 18:59:12","172.16.112.100","172.16.113.204", 4081
11,"1999-03-68 18:59:12","172.16.112.100","172.16.113.204" 4982
11,"1999-03-08 18:59:53","172.16.112,160","172.16.113.204", 4983
'11,"1999-03-08 18:59:53", "172.16.112.100", "172.16.113.204", 4984
I11,"1999-03-68 18:59:53","172.16.112.100", "172.16.113.204", 4085

lis_uaana A% AA AA FA_FAI_BAZA_ 14 110 AAAIL _N1TA 1A 110 AAAIL_ANAS

L

Ln 4965, Col 62 7
H mfowdata!iweeks.csvt ] J 9
I 449om Q)

\:] IEJ withSweeks 2 [Windows Live Hat... ][ J [Mozilla Firefox]

BApphcat\ons Places System @@@@@.

J| [ training10weeks ”  [Mozila Firefox]

Figure 2 : A snapshot of the output of the query from Mysql which was saved in a file
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Since the internal hosts of the MIT Lincoln's Lakerev our main concern, we took the

corresponding private IP of those machines asarget(where we would look for an investigation)

for each alarm, irrespective of whether it wasoarse or destination machine. For creating the
model we used three different parameters of anmaldimestamp, signature name and the
corresponding IP of inside host. So, here ariseesconsiderations for a single alarm in a particular
period:

a) When one of the source IP or destination IRdmfthe outside network, the IP of the outside
host is discarded and corresponding timestampsitr&ture name and the IP of the inside host is
considered for that alarm

b) When both the source IP and destination IP e fthe inside network, it creates problem
because, we have to consider both hosts, irrespeatisource or destination of an attack. In this
situation, we made two instances of alarms fromstmae single alarm, because, both inside hosts
should be investigated equally. So we made twantss of alarm, keeping the same timestamps
for both of the inside hosts and the signature ndméhis addition, we also wanted to make the
separation between the source signature and distirsggnature, since they contain different data.
But we only had one signature name for both of ith&de hosts. So, to deal with this
consideration, we added extra information to tlymaiure name for each alarm. If the host was a
source, the signature name was concatenated wsthufce” and if the host was a destination, the
signature name was concatenated with “_destn”. Wihis also done while there was only one host
from source and destination in order to cope with hew issue.

The following is an example from our data file.

Timestamps IP from inside host Signature
9012333422 172.16.14.20 11 destn
9012333423 172.16.18.51 32_destn
9012333427 172.16.14.20 5_source
9012333428 172.16.14.50 11 source
9012333428 172.16.14.100 11 destn

20



champaa_Tmili_datechangel.data (~/Desktop/withSweeks/trainingLOweeks) - gedit

File Edit View Search Tools Documents Help

.8 &8 ¢ 0P 08 ¥
New Open Save | Prnt.. | Updo Hed Cut Copy Paste Find Replace

D champaa_Tmili_datechangel.data x |

%’I"I"I!’. FAT LY Z5TLT U LD 199y UZUESLUIT L7Z£. 10, 11Z.0U
Fri Mar 19 23:17:09 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:09 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:09 CET 1999 62destn 172.16.112.50
Fri Mar 19 23:17:09 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:09 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:09 CET 1999 62destn 172.16.112.50
Fri Mar 19 23:17:09 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:09 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:09 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:09 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:09 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:09 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:09 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:10 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:10 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:10 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:10 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:10 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:10 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:10 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:10 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:10 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:10 CET 199¢  62destn 172.16.112.50
Fri Mar 19 23:17:10 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:10 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:10 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:10 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:11 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:11 CET 1999  62destn 172.16.112.50 =
Fri Mar 19 23:17:11 CET 1999  62destn 172.16.112.50 =
Fri Mar 19 23:17:11 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:11 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:11 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:11 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:11 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:11 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:11 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:11 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:11 CET 1999  62destn 172.16.112,50
Fri Mar 19 23:17:12 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:12 CET 1999  62destn 172.16.112.50
Fri Mar 19 23:17:12 CET 1999  62destn 172.16.112.50

[»]

v

Ln1;Coll INS
|§] [ 3 withsweeks “ ' [(3613 unread) Yahoo! Mai... ﬂ ' [Mozilla Firefox] ” [ training10weeks I[ [ champaa_Tmili_datechan... ]&K_L_ ]
{3 Appiications Places System @@@@@ 8 202mQ)

Figure 3 : snapshot of the pre-processed and modified data file
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c) Another consideration was regarding day lighMirggatime issues where and when the data was
generated and where it was manipulated and te$tesl.data was generated in USA froni"15
March,1999 to 16 April, 1999. The manipulation on that data waselonSweden for this research
work. Because of the differences in the day ligiisg time in Europe and in USA, we needed to
adjust the time difference between these two camfor that time. We took into account the exact
time difference between these two places for tkabd for the perfect evaluation of our result. The

time difference between these places for that des@iven in the following table-1:

Time Time difference
15" March,1999 to 27 March,1999 6 hours
28" March,1999 to ¥ April, 1999 7 hours
5" April, 1999 to 18" April, 1999 6 hours

Table 1: time difference between U.S.A and Sweden at the time of data generation

22



4.3 Testing with DARPA 1999 Dataset

We trained our alarm model with the first and thirdek of DARPA 1999 dataset which contain no
attacks. Though the second week of DARPA 1999seateontains some labeled known attacks,
MIT Lincoln Lab has considered them as data fortth&ing purposes. For a supervised learning
technique it is important with training examples atftacks, but this is not necessary for an
unsupervised method. The reason behind this is thathe learning purpose, the unsupervised
machine learning technique does not need to mh&mput with a predefined or desired output. In

this technique, it learns from the unlabeled inputs

Kwok Ho Law and Lam For Kwok [1] used this secamgkek's data as their testing dataset. ( They
did not use week 4 and week 5 as their testingsdgt8ut, as these are simulation data and not the
real data, we found that, in second week's dataettvere more attack instances than the normal
data( From Snort's output for this week, there vieta of 15,362 attack instances among 17614 of
total alerts). So, testing with only second weekta is not perfectly suitable for the testing msep
and evaluating an algorithm's performance. Thathg, we took the data of second week, fourth

week and fifth week as our testing data.

A data point in the ISC model represents the aldistribution of different signature types in a
certain time period. We took 1 hour as the the tmreow and the sampling rate (i.e. Stepping for
outputting) was 30 minutes. It means that we coottd a new data point in every 30 minutes,

containing the signature counts for the last 60uteis, as an input to the ISC algorithm.
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result thresep75.data (~/Desktop/withSweeks/traininglOweeks) - gedit

File Edit View Search Tools Documents Help

New Open Save | Print.. 2] Paste = Find Replace
{7 result thres6p75.data % ‘
7himeInMiliSecond 1999-03-15 08:20:02 node  172.16.112.100 class 65 dev 36.38820099526121 £
;timeInMiliSecond 1999-03-15 08:50:02 node  172.16.112.100 class 404 dev -8.32939081694666
‘timeInMiliSecond 1999-03-15 09:20:02 node  172.16.112.100 class 13 dev -8.659554804508346
‘timeInMiliSecond 1999-03-15 09:50:02 node  172.16.112.100 class 406 dev 9.87973469096769
‘timeInMiliSecond 1999-03-15 12:20:02 node  172.16.112.100 class 407 dev 42.86591484914642
‘timeInMiliSecond 1999-03-15 12:50:02 node  172.16.112.100 class 13 dev -1.979297019230216
‘timeInMiliSecond 1999-03-15 13:20:02 node  172.16.112.100 class 409 dev -1.798488911605942
timeInMiliSecond 1999-03-15 13:50:02 node  172.16.112.100 class 410 dev -1.764972827326598
‘timeInMiliSecond 1999-03-15 14:20:02 node  172.16.112.100 class 411 dev -8.229617497976795
itimeInMiliSecond 1999-03-15 14:50:02 node  172.16.112.100 class 412 dev -8.10843276944581 |
‘timeInMiliSecond 1999-03-15 15:20:02 node  172.16.112.100 class 13 dev -8.227948866258474
‘timeInMiliSecond 1999-03-15 15:50:02 node  172.16.112.100 class 13 dev -8.586333166570588
timeInMiliSecond 1999-03-15 16:20:02 node  172.16.112.100 class 415 dev -1.4365793425689353
‘timeInMiliSecond 1999-03-15 16:50:02 node  172.16.112.100 class 416 dev -1.832689421203516
itimeInMiliSecond 1999-03-15 17:20:02 node  172.16.112.100 class 13 dev -8.606288662965976
‘timeInMiliSecond 1999-03-15 17:50:02 node  172.16.112.100 class 13 dev -8.322113338620337
timeInMiliSecond 1999-03-15 16:20:02 node  172.16.112.100 class 13 dev -8.752245697617536
timeInMiliSecond 1999-03-16 06:20:02 node  172.16.112.100 class 407 dev 54.83301351701355
‘timeInMiliSecond 1999-03-16 06:50:02 node  172.16.112.100 class 407 dev 73.58693591882289
itimelnMiliSecond 1999-03-16 09:20:02 node  172.16.112.100 class 407 dev 105.64692250578126
‘timeInMiliSecond 1999-03-16 09:50:02 node  172.16.112.100 class 407 dev 96.99524539746554
‘timeInMiliSecond 1999-03-16 10:20:02 node  172.16.112.100 class 407 dev 23.187911049346972
‘timeInMiliSecond 1999-03-16 10:50:02 node  172.16.112.100 class 407 dev 23.098193688871156
timeInMiliSecond 1999-03-16 13:50:02 node  172.16.112.106 class 407 dev 64.64503571125113
‘timeInMiliSecond 1999-03-16 16:20:02 node  172.16.112.100 class 407 dev 63.95399021851243
itimeInMiliSecond 1999-03-16 16:50:02 node  172.16.112.100 class 407 dev 64.58262368848916
‘timeInMiliSecond 1999-03-16 19:20:02 node  172.16.112.100 class 407 dev 65.10547395937759
‘timeInMiliSecond 1999-03-16 19:50:02 node  172.16.112.100 class 407 dev 65.14598954512317
timeInMiliSecond 1999-03-17 08:20:02 node  172.16.112.100 class 407 dev 65.43705666145765
‘timeInMiliSecond 1999-03-17 06:50:02 node  172.16.112.100 class 407 dev 65.52021869469608
itimeInMiliSecond 1999-03-17 09:20:02 node  172.16.112.100 class 407 dev 64.33982504775949
‘timeInMiliSecond 1999-03-17 10:50:02 node  172.16.112.100 class 407 dev b5.67342216457195
timeInMiliSecond 1999-03-17 11:20:02 node  172.16.112.100 class 407 dev b4.89103967778601
‘timeInMiliSecond 1999-03-17 12:20:02 node  172.16.112.100 class 467 dev 65.01642084374594
‘timeInMiliSecond 1999-03-17 12:50:02 node  172.16.112.100 class 467 dev 065.01842084374594
itimeInMiliSecond 1999-03-17 13:20:02 node  172.16.112.100 class 407 dev b4.64701734569263
‘timeInMiliSecond 1999-03-17 13:50:02 node  172.16.112.100 class 407 dev 65.2291515783616
‘timeInMiliSecond 1999-03-17 14:20:02 node  172.16.112.100 class 407 dev 65.37790234674691
itimeInMiliSecond 1999-03-17 14:50:02 node  172.16.112.100 class 407 dev 65.11472284123747
‘timeInMiliSecond 1999-03-17 15:20:02 node  172.16.112.100 class 407 dev 64.7984722641351
‘timeInMiliSecond 1999-03-17 16:20:02 node  172.16.112.100 class 407 dev 64.81334141216948
;timeInMiIiSecond 1999-03-17 16:50:02 node  172.16.112.100 class 407 dev 64.9380644620271 K
‘timeInMiliSecond 1999-03-16 08:20:02  npode  172,16,112,100 class 407  dey  64,70737336998153 |~
Ln1; Col 1 INS
@I [ [with5weeks] | @ (3613 unvead) Yahoo! Mai... | @ [Mozila Firefox] || £ treiningloweeks || 5 resuit threstp7s.data (~.. |7 NN @
BWMMHMSMMQ@@QQH 8 cumd)

Figure 4 : snapshot of the final output from the ISC filtering algorithm
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4.4 Measurements for Experimental Validation

We used the below mentioned measures for the erpetal validation purpose for our research.
Here, we have referred to alerts related to attask$rue positives', alerts triggered mistakenly b
benign(i.e., non malicious) events as 'false posstj alerts related to non attacks as 'true negat

and alerts related to attacks but triggered mistigkas benign(i.e., non malicious) events, aséfals
negatives'.

no. of true positives
True Positive Rate=

total number of positive instas

.1od true positives

no. of (true positives+ falsgatves)

no.fafse positives

False Positive Rate =

total no. of negativetarsces

no. of false positives

no. of ( false positivesge negatives)
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In an Information Retrieval scenario, Precisiordefined as the number of relevant documents
retrieved by a search, divided by the total nunddeetrieved documents. “Recall is defined as the
number of relevant documents retrieved by a seatohded by the total number of existing
relevant documents (which should have been retl)éjad]. For our experiment, the Recall and

precision is defined as:

no. of true positives

Recall =
no. of (true positives+ false negatives)

no. of true positives

Precision=

no. of (true + false ) positives

Two important measures of IDS false alarm filtee #ne reduction rate and the filtering factor.
Reduction rate measures, to what extent IDS falaema are filtered, and, it is calculated in
percentage. On the other hand, filtering factor garas the output of IDS false alarm filter to its

input data, which is provided by an IDS.

(total no. of IDS alerts) — (total rod.alerts from the filter)

Reduction Rate =
total nd.IDS alerts

total no. of IDS alerts

Filtering Factor =
total no. of iddefrom the filter
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4.5 Results

The number of alarms collected by Snort from theRPA 1999 inside Tcpdump data for five
weeks is 37772, among which, only 4276 are theradrom the two weeks training data and the
rest are from the three weeks testing data. Snastable to detect 74 different attack instances in

these three weeks of data in our particular sedting

First, we tested our ISC algorithm training witte thriginal two weeks of training data tuning with
different threshold values. We found the optimuneshold value to be 6.75 for this training dataset
and then watched the testing result. We followetth lod the procedures in the testing phase: testing
with all time training and testing without all tinteaining (training only in the training phase).
Finally, we checked the output from our experimeith the ground truth (description is provided
in section 4.1) provided by MIT Lincoln Lab for DA 1999 dataset. The result of detection of
the attacks was not that much promising for botthefcases. Then we investigated what could be
the possible reason for this unsatisfactory reSM#. guessed that the number of training examples
were not sufficient enough to train the classiferfectly. In order to justify our assumption, we
manipulated the training dataset by artificiallyltiplying the data 5 times and then performed the
same testing procedure with the same thresholdevdius to be noted here that, the artificially
created data were kept sequential in time. Howewverthen found that, this result is much better
than the former one and thus, it justified our pyas assumption. The comparative result is given
below (table-2 and table-3):
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No. of |Total numbe| Total number of | Total number of trufRecall (True Positive Rat
Training | of filtered true attack attacks detected
repetitions output instances detected
(strength)

1 time 101 79 44(among 74) 0.5945

5 times 160 108 60 (among 74) 0.8108

Table 2 : testing results for three weeks testing data, with same threshold value(6.75) for

two different strengthened training data(method: testing while stop training after

the training phase)

D

2)

No. of |Total number Total number of | Total number of tru( Recall (True Positive Rat
Training | of filtered true attack attacks detected
repetitions|  output instances detected
(strength)

1time 136 98 51(among 74) 0.6891

5 times 157 113 62(among 74) 0.8378

Table 3 : testing results for three weeks testing data, with same threshold value(6.75)

for two different strengthened training data(method: testing with all time training)

We also found that a better result in terms of thenber of generated normal clusters and

anomalous clusters, while we have much trainingmples, (i.e, when we artificially multiplied the

training dataset and then performed the testingjelis the result below (table-4):
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No. of anomalous
clusters(method:
testing with all time

No. of created classesNo. of normal clusters
(method: testing while (method: testing with
stop training after thg  all time training)

No. of Training

repetitions(strength)

training phase) training)
11 11 40
34 34 49

Table 4 : No. of generated classes for three weeks testing data, with same threshold
value(6.75) for two different strengthened training data(for both types

of testing procedures)

So, we chose not to perform the testing with thgimal strengthened training dataset. In an attempt
to improve the performance of the algorithm ageia repeated the training data 5, 10 and 15 times,
thus we artificially multiplied the amount of tramg data into 10, 20 and 30 weeks, instead of two
weeks of original training data and compared tlselts. Here, the optimum value of the threshold
for the testing was found to be 6.50 for all thesmipulated data. The result of testing with three

different sized training data with the same thrésalue (= 6.50) is given in table-5.

No. of Total Total number of Total number| Recall | Precision| Reduction
Training | number of | true attack | of true attackg (True Rate
repetitiong filtered instances detected Positive
(strength)|  output detected Rate)
5 times 160 108 60 (among 74) 0.8108 0.6750 99.52%.
10 times 192 121 67(among 74) 0.9054 0.6303 99.43%
15 times 216 137 70(among 74) 0.9459 0.6342 99.36%

Table 5 : testing results for three weeks testing data with same threshold value(6.50) for

different strengthened training data(method: testing while stop training after the

training phase)
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We also investigated which of the two testing mdthes better than the other. We found that,
testing with all time training approach gives bettsult when we test with comparatively smaller
amount of training data. But, when we graduallyr@ase the training instances, the other method

(i.e, testing while stop training after the traipiphase) gives better result in terms of detedtieg
true attacks. The result is given in the followtagle-6:

No. of Total number of true attacks detected Total number of true attacks detected
Training | ( method: testing with all time training)  ( method: testing while stop training

repetitions after the training phase)

(strength)

5 times 64 (among 74) 60 (among 74)
10 times 66(among 74) 67(among 74)
15 times 68(among 74) 70(among 74)

Table 6 : result comparison between two testing methods( with same threshold value(6.50)
for different strengthened training data)
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Figure 5: Comparison of precision and recall for different number of training weeks
(= strength)

In the above graph (figure-5), the performancenhefISC algorithm to filter out IDS false alarms is
drawn according to training with different size thining data. We can observe that, the
performance of the algorithm to filter out IDS falalarms gets better result with respect to large
amount of training instances.
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Total Total

Total number number

Tested | number of of true | Recall False | Reduction| Filtering
threshold  of detected| attacks | (True |Precision Positive Rate Factor
filtered true detected | Positive Rate

output| attack |(among 74) Rate)

instances
6.5 192 121 67 0.9054 0.6303 0.3698  99.43% 17b
7.0 171 117 65 0.8784 0.6842 0.31p8  99.49P0. 196
7.5 166 116 65 0.8784 0.6988 0.3012 99.50% 200

Table 7: Testing results for three weeks testing data with varying threshold value, having 10

times training data(testing while stop training after the training phase)

In the above table-7, the testing result of the@ilgm for filtering the IDS false positives, areen

for varying threshold values but with same amouitraining data(10 times than the original
training data). We can see that with higher valti¢he threshold, the reduction of false alarms
increases but the true positive rate decreases.nméans, the increase of the value of the threshold
makes the algorithm miss more true alerts, thotigan reduce more false alerts. The reason is, a
high threshold value would make the algorithm m@trictive regarding what is considered an
abnormal observation. Thus less observation wiljuolged as abnormal. So, the security could be
looser and some noticeable alarms could be miss#ds case. So, the value of the right threshold
for testing our algorithm's performance must besemocarefully. For this purpose, we tested our
algorithm tuned with different threshold values dimhlly chose one threshold value for the

evaluation purpose.
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Alarm reduction is desirable only if a certaindéwf security is maintained. That is why, we did
not choose such high value of threshold which waoniédke the algorithm filter too many true alerts,
though we missed some of the true alerts in foarttl fifth week’s testing data. The following
graph (figure-6) shows the relationship between fédee alarm filtering factor and the given

threshold values.

Alarm Filtering Factor vs. Threshold
200 - i
1975
195+ /
192.5 /
190 /
187.5- /
185 /
1825 /

Alarm Filtering Factor
S

180+ /
177.5 /

k\

175 e I I I I I I I I I |
64 65 66 6.7 68 69 7 71 72 73 74 75

Threshold

Figure 6 : Relationship between false alarm filtering factor and threshold
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We draw the following ROC (Receiver Operating Clteastic) curve (figure-7) with our
experimental results, which show the performancdhef system under different settings with
varying threshold value. ROC curve is a graphiogpresentation of sensitivity versus (1-
specificity) of a system when its discriminatiometshold is varied [8]. ROC curve is represented by
plotting the fraction of the True Positive Rate stey the False Positive Rate. From the graph
(figure-) we can observe that, both the detectair (i.e., true positive rate) and the false pasiti
rate are high while testing with lower thresholduea(for example, 6.5 as the threshold). Both, the
true positive rate and the false positive rate ekes® accordingly while testing with successive

increasing values of the threshold. The followinigpdn is the output of testing with the threshold

values of 6.5, 6.75, 7.0 and 7.5 respectively.
ROC curve with varying threshold value
1.0
7.8 w75 a5
1 T + *
0.99
N
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2
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o096 ;
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17.5
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032 034 0 36 038 04 0 42 0 44 0. 4F 048
False Posdtive Rate

Figure 7 : ROC curve for IDS alert filtering with ISC algorithm(threshold varied
with 7.5, 7.0, 6.75, and 6.5 sequentially )
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It should be mentioned here that, in our resedtahjmplementation of the ISC algorithm can be
configured in two different ways to look for thecamnalies and filter out IDS false positives. Either

it can be configured to look for the anomalies ipaaticular host, or, look for the anomalies where
everything in the corresponding network is jumbledether as a single target. We tested both of
the alternatives and found that, testing with agunfation where everything in the corresponding
network is jumbled together as a single targetegimuch better results than testing a single host a
a target. For example, for testing with threshald ,710 times training repetitions and method as
testing while stop training after the training phlasve got the following result (table-8) for

detecting attacks in a particular host(private 1£72.16.114.50). We used the jumbling together

configuration for all of our testing given in thisport.

Total number of detected attacks for HTotal nhumbe of detected attacks for h
172.16.114.50, while partition is a particularthgs72.16.114.50 while everything in
corresponding network is jumbled together

single target

12 26

Table 8 : comparison between the testing results where the target is a particular host

and everything in the network jumbled together as a single target
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4.6 Strength of the ISC Algorithm against KNN Algorithm for

filtering IDS alarms

We also tested our filter according to the tesprmacedure followed by Kwok Ho Law and Lam For
Kwok[1], where they tested only with the second ki®edata of the DARPA 1999 dataset, and,
compared our result with their result. We foundt ttiee our algorithm provides better result than
that of KNN classifier (table-9).

Algorithm used Detection Rate Filtering Rate
KNN 100% 93%
ISC 100% 99.71%

Table 9 : Result comparison between ISC filter and KNN filter
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5 Conclusions

5.1 Discussions

Our experiment shows that the ISC algorithm canea@himore than 99% reduction rate for IDS

false alarms when tested on the DARPA 1999 datavketeas the referenced work [1] is able to
reduce 93% of the IDS false alarms with the santaséa In that sense, we can particularly
conclude that the efficiency of the ISC algorithorfitter out IDS false alerts is highly appreciable
So the finding of this research can be used asldroa to any IDS for alert filtering purpose. The
filtered output from the implementation of ISC aiglom can be sent to the security officer for
further investigation. Once the anomaly detectiart pf the implementation of ISC algorithm has
issued an alarm, it is an easier task to go thraugh verify that it was an attack. After all, the
aggregation of alarms during the last half houthexe (since we constructed a new data point in
every 30 minutes), and the anomaly detection pay tell which signature had a suspicious
amount of alarms (details are provided in sectidn13 3.1.2,4.2 and 4.3), so the security officer

will actually know exactly which alarms to look at.

Though we had very few false alarms in our outpd, suspect that some of these false alarms
could be real true alarms which were not detecte8rmort. Snort only looks for sign of attack from
the incoming traffic through finding a match in d@s/n attack signature database and if it finds a
match, it asserts an alarm [8]. If the signaturtalolase is not updated and there is a new type of
attack, Snort is unable to detect it. But, it isgble that the ISC algorithm could be able to timel
traces of an attack which is undetected by Sndre fEason behind this fact is, an attack instance
does not only take place between the attacker a@dattacked host/hosts, but it also has some
consequences on other hosts as well as on the emtiwork. So, the ISC algorithm can detect an

anomaly looking on other signatures produced bgratiosts at the same time an attack was
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introduced which was undetected by Snort. For mawe found an instance of an attack during
the time interval between 18.20 and 18.50 on 1®80A4, for all of our testing results and we can
see from the attack ground truth table that them rieal attack on a host at 18:32:17 for a duratio
of 10:07 minutes on that day. But, this attack waisdetected by Snort. So, we considered it to be a
false positive. There were several such casesriexperiment when the ISC algorithm detected an
attack which was not detected by Snort but whiatwa&d evidences of an attack at that time in the
attack ground truth table. We did not investigateeron this matter during our thesis work but, we
considered this fact as a future research domain.

In our experiment, we did not take into consideradi about the changes in the network (e.g.,
adding new sub networks), user behaviors (e.g.ngd® in the size of a user group) or IDS
configuration (for example, signature rule set upsla These are very important issues while
modeling a network behavior perfectly, especiallyew we model a real network. If these are not
considered while modeling a real network, some edtdcks could be missed by the anomaly
detector and thus the reduction of false alarmddcguadually be declined. Since we used the
DARPA 1999 dataset for the testing purpose, whidlnaly contains simulated data, these issues

are not considered as having a large impact omesuit.

The ISC algorithm can be used in other ways to 1@)§e alarms filtering. For example, we could

test the algorithm using a supervised learning @ggr. We also could use this algorithm for pure
intrusion detection with raw network traffic. AsethSC algorithm is able to detect any abnormal
behavior of a system from its known normal behgvibcan be used as the anomaly detection

algorithm for an anomaly based IDS.

The reduction of the IDS false alarm can be vieaed typical classification problem which is a
typical research area in the domain of data min8w.the same research goal can be also obtained
by other popular classification algorithms like demn tree, artificial neural networks, etc. Intha
case, the modeling, the testing procedure, asasgelhe testing result could be different from ours
but, the same research goal can be achieved.
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The DARPA data set has been questioned in therdseammunity for years because of its well-
known weaknesses. On the basis of publishedig@sas of the data generation process of the
DARPA dataset, McHugh’s [9] primary criticism ofetrevaluation was regarding the failure of
verification that the network realistically simgdta real-world network. He also criticized that th
data rates were far below what will be experiencea real medium sized network and the dataset
does not model sufficiently advanced attacks tleguire more advanced detection systems. In
2003, Malhony and Chan [10] investigated more dloiee data itself. They discovered that the
data included numerous irregularities, such aguifices in the TTL(time to live) for attacks versus
normal traffic, that even a simplistic IDS couletrdify and achieve better performance than would
ever be achieved in the real world [11]. Despite wWarnings about the DARPA IDS evaluation
dataset,Caswell and Roesch[12], and Brugger ammiv{1i] found that the DARPA dataset may
be still useful to evaluate the true positive perfance of an ordinary network based IDS.
According to Chan and Malhony’s[10] work, it is appnt that, if an advanced IDS is unable to
perform well on the DARPA dataset, it would notfpem acceptably on realistic data.

In our research, we were not being able to getpabficly available source of real intrusion alert
data with proper ground truth of attack scenargis.even though the DARPA data set is generally
not regarded as suitable for testing intrusion a&ie systems, it was judged to be suitable for our

use to test IDS alarm filtering.
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5.2 Future Work

For the future work, we can consider the followissues:

1)

2)

3)

4)

5)

6)

to test with real time data, with updating of ID&@iguration and network

to use multiple sensors rather than using a seghsor, both host based and network based

to test modeling with other observed patterns, than of the alert types and, the relation to

the source or destination of an attack.

to investigate whether the false alarms generatad the filter is really false alarms or real

intrusive alarms

to investigate raw network data so that ISC alparitcan be tested whether it can behave

like an anomaly based IDS
to test the ISC algorithm with different modelingr falert filtering purpose, for example,

taking 10 or 20 alarm messages at a time rather tdiang all messages in a certain time

window.
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7 Appendix A Abbreviations

IDS : Intrusion detection System

NIDS: Network based Intrusion detection System

HIDS: Host based Intrusion detection System

KNN : K-Nearest Neighbor

ISC : Incremental Stream Clustering

DARPA : Defense Advanced Research Projects Agency
JNI : Java Native Interface

TTL : Time To Live
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